
SSL Intercept: 
Gain SSL visibility into user traffic with third-party devices (e.g. 
NGFW, IPS, DLP) to stop encrypted attacks

• Inspect SSL traffic for hidden threats like malware with third-party security for defense-in-depth 
protection

• Hardware SSL acceleration with leading scale and performance

• Firewall segmentation and key protection are an integral part of the design

• Bypass URL categories (e.g. banking)  to protect user privacy

• iApp templates simply configuration for SSL Air Gap deployments

SSL
EVERYWHERE

F5 Security: Protecting Applications On-premises and in the Cloud

F5 BIG-IP Access Policy Manager (APM)
Provides dynamic, centralized and adaptive access control and 
identify federation for all applications

• How is your organization handling multiple Identity Access Management applications?
• As SaaS adoption increases, do you have a single sign on strategy for on-premises and cloud 

based access? 
• Are you currently sharing credentials with 3rd parties or placing it in the cloud?

• Does that create some angst or concerns within the IT team from a security 
prospective? 

• Are there multiple access methods for SaaS based applications?
• Do your users have different credentials for on-premises and cloud based applications?
• Are you aware that F5 has identity federation solution that simplifies and addresses access to 

both on-premises and cloud/SaaS applications?
• How are key internal and external customers accessing key applications?

Questions to Ask Customers

Questions to Ask Customers

• How much of your internal traffic is SSL vs unencrypted?

• Is your application architecture team requiring encrypted traffic moving forward?  Are there 
external applications requirements?

• Are you familiar with AirGap and the business reasons behind implementing that 
architecture?

• Are your SSL cyphers up to date with leading standards?

• Are you aware that F5 has a SSL solution that can help address control over both in-bound 
and outbound SSL traffic?

• Have you run an SSL Labs test against your websites?

SSL EverywhereApplication Access – Identity Federation

https://f5.com/solutions/deployment-guides/air-gap-egress-inspection-with-ssl-intercept-big-ip-v114-ltm


F5 Security: Protecting Applications On-premises and in the Cloud

F5 Managed Cloud Based 
WAF: F5 Silverline™ Web Application Firewall 
is a fully managed enterprise-grade service built 
on BIG-IP ASM

Customer Managed Hybrid 
WAF: F5 BIG-IP Application Security 
Manager™ (ASM) is an on-premises, enterprise 
web application firewall (WAF)

Comprehensive security against sophisticated 
layer 7 attacks and enable compliance with 
key regulatory mandates. 

Deploy as an appliance, in virtual or cloud 
environments, and support multi-tenant 
services while incorporating external 
intelligence that secures against known IP 
threats

Industries best BOT 
detection measures and                                             
secures against the OWASP 
top 10 

Protect web applications and data from layer 
7 attacks with F5 cloud-based WAF

Outsource app security expertise and 
Leverage 24x7x365 F5 SOC support from 
highly specialized security experts

Deploy across hybrid environments and work 
with existing BIG-IP                  
implementations.

Enable compliance with  
industry security standards, 
such as PCI DSS, 

Questions to Ask Customers
• Does your current architecture give you visibility into SSL application level attacks beyond 

your IDS/IPS architecture?
• What type of application protection is necessary from a regulatory environment? Are PCI and 

HIPAA regulations critical to your business?
• Are you able to quickly show PCI-DSS compliance if asked?
• What’s your strategy around SSL in your organization? Is all of the traffic required to be 

encrypted? Does your organization have requirements around decryption and re-encryption 
of SSL traffic?​

• What is the business impact of having key applications unavailable for internal/external use?
• Are you aware that F5 has a managed WAF offering?

Hybrid WAF

Cloud-based DDoS Protection: 
F5 Silverline™ DDoS Protection is a fully managed service that 
augments resources for DDoS mitigation

Questions to Ask Customers
• Has your company or companies in your market segment suffered a DDoS attack? Are you 

ready if your company is attacked via DDoS?
• Have you received a ransom letter threatening a DDoS attack for money and/or bitcoin?

• If you're covered with DDoS with your ISP, is it through multiple ISP's or through 
BGP manipulation?

• Does your DDoS service provide the ability to view on-premises and cloud based 
attacks?

• How are DDoS attacks currently being mitigated? What's the size of your Internet connection?
• Do regulations in your industry or organization require a DDoS mitigation strategy?          
• Are you aware F5 has an emergency hotline number if you're under a DDoS attack?
• What security framework has your organization based it’s architecture on? (NIST, ISO 27000 -

likely only a question that will apply to larger organizations)

Hybrid DDoS Protection Hybrid WAF


